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ABSTRACT
This paper describes the ongoing work for tackling security
at procedural/organizational level. Namely, we are trying
to understand weaknesses and strengths of the procedures
regulating systems and system processes, in order to analyze
possible attacks and their effects. We are carrying out this
activity by trying providing formal specifications of the pro-
cedures and using model checkers to help us derive possible
attacks. To do so, we present a methodology and techniques
we are devising and experimenting with to tackle problem
highlighted above. We believe such an analysis to be essen-
tial to, first, identify the security boundaries, that is, the
conditions under which procedures can be carried out se-
curely and, secondly, to devise a set of requirement to be
applied both at the organizational level and on the (soft-
ware) systems used.

1. INTRODUCTION
Security is a complex non-functional requirement whose im-
plementation requires intervention over the entire parts of a
system at all levels of detail. As our society is getting more
dependent on system, security is becoming one of the im-
portant constraints. Security threats are those that breach
or violate the security goals to compromise or invalidate the
confidentiality, integrity, and availability of the systems and
system processes. It is widely reported that (see, for in-
stance, in [1, 2, 3]), all systems and system processes making
use of information and communication technologies (ICT)
are exposed to security threats in one way or another.

Procedures in a system often define how critical assets are
to be managed, elaborated, and transformed in a meaning-
ful way. They are devised to ensure that systems or system
processes are carried out correctly and securely. Equally, in-
correct or malicious“deviations”from the procedures defined
by the law may result in violations of fundamental security
and privacy features of the system. In electoral systems, for
instance, these deviations can cause severe problems like the
violation of the rights of citizens (e.g. secrecy of vote) or,

even, in threats to the integrity of electoral data and of the
election results. Therefore, in order to consider and analyze
what happens when a procedure is not followed as prescribed
and has to define mechanisms to ensure that violations can
be detected, procedures should be considered as important
as the technical security features of the systems.

We are approaching the problem by reasoning about the
procedures and controls that regulate the usage of system
or system processes. We focus on techniques and tools to
analyze security threats at the organizational and procedural
level in order to highlight possible ”(un)detectable” threats
that can be realistically carried out. The strategies we follow
are by trying finding intersection among business process
modeling, security and formal method techniques. Namely,
by providing formal models of the procedures, by “injecting”
threats in such models and by analyzing, through the help
of model checkers, the effects of such threats.

2. PROCEDURAL SECURITY ANALYSIS
Procedural security deals with the identification, modeling,
establishment, and enforcement of security policies about
the procedures that regulate the usage of a system and sys-
tem processes. The breach of security objectives during the
execution of the procedures is known as threat to the pro-
cedures (or procedural threats). We call procedural security
analysis the process of understanding the impact and ef-
fects of procedural threats, namely courses of actions that
can take place during the execution of the procedures, and
which are meant to alter, in an unlawful way, the assets
manipulated by procedures.

Figure 1: Procedural Security Analysis



The situation is depicted in Figure 1. Our target of evalu-
ation is a (complex) organizational setting in which proce-
dures transform and elaborate assets, which may not neces-
sarily be just digital (e.g. a printed ballot). The procedures
are meant to add value to the assets and to protect them
from attacks, which can either come from external sources
or from insiders. In particular, we distinguish the following
kinds of attacks:

1. Attacks on digital assets (item 1 and item 3 in Fig-
ure 1). These kinds of attacks are meant to alter one
or more of the digital assets of an organization. At-
tacks can either be carried out from external sources
(the environment) or from internal sources. Opportu-
nities for attacks are determined by the organizational
setting and by the security provided by the digital sys-
tems.

2. Attacks on other kind of assets (item 2 and item 4 in
Figure 1). These attacks are meant to alter one or
more of the non-digital assets of an organization. At-
tacks can either be carried out from external sources
(the environment) or from internal sources or a combi-
nation of both that it forms coordinated attacks. Op-
portunities for attacks are determined by the organi-
zational settings only.

Security assessment (like [3, 4]) usually focuses on under-
standing items 1 and 3, namely, types and effects of attacks
on (software) systems. In the next section we propose a tool-
supported methodology to tackle also points 2 and 4 above,
namely types and effects of attacks on assets that are not
(necessarily) digital and that derive from the way in which
procedures are implemented and carried out.

3. THE METHODOLOGY
In this section, we describe the methodology we devise to
perform procedural security analysis (See Figure 2 also).

Figure 2: The process of formal procedural security.

1. The first step consists of providing (business) models
of the procedures under evaluation (Step 1 of Figure 2).
These models are meant to describe the process or the
processes to be analyzed, and to define how assets are
elaborated and transformed by such procedures. In
order to ease the task of translating the models into
executable specification, we decided to stick to a sub-
set of the UML, that allows us to describe the do-
main concepts in a strict and defined way (see [5]).
The model contains information about the procedures
(workflows), the assets used, their features, and the
actors and their role when participating to different
workflows.

2. The second step consists of “injecting“ threat actions
into the model and generate what we call extended
model (Step 2 of Figure 2). A threat is an action
that alters some features of an assets or allows some
actors privileges (e.g. a “read” privilege) on some as-
sets. Thus, in the extended model, not only assets
are modified according to what the procedures define,
but they can also be transformed by the (random) ex-
ecution of one or more threat actions. Since attacks
depend on what threat-actions are carried out, the ef-
fectiveness of the analysis depends upon the threat ac-
tions that are defined and the injection strategy that is
chosen. With respect to the first point (threat action),
we allow attackers any possible privilege and action to
assets. With respect to the second point, it turns out
that the best and most general strategy is that of in-
jecting all possible threat-actions at all possible steps
of the nominal procedures (the model checker will then
take care of “pruning” useless threats, namely threats
which do not lead to any successful attack). The con-
struction of the extended model, whose generation can
be automated, is currently performed by hand.

3. The third step is encoding the asset model into exe-
cutable specification (Step 3 of Figure 2). From the
extended models defined at the previous step we de-
rive executable specification that define how each asset
is manipulated by the procedures. An asset flow en-
codes how the features of an asset get changed by the
execution of workflows. Asset flows are represented in
the NuSMV input language [6]. The NuSMV model of
the asset flows is based on the definition of “program
counters” that ensure that procedures are executed ac-
cording to the specifications, and by defining one mod-
ule per asset with one state variable per asset-feature.
The state variables encode how features change during
the execution of the procedures. Accessory informa-
tion, such as actors responsible for the different activ-
ities can be used, e.g., to express security properties,
which, in turn, are verified against the asset model.
The necessity of modeling actors roles in NuSMV de-
pends upon the target of the security analysis.

4. The fourth step is specifying security properties to model
check. The specification of the desired (procedural) se-
curity properties, namely, the security goals that have
to be satisfied are then encoded using LTL/CTL for-
mula. Asset flows and security properties are then the
input to NuSMV.



5. In step five (Step 5 of Figure 2) we perform analy-
ses, namely, we run the model checker and collect re-
sults (counter-examples). Counter-examples of secu-
rity properties found by the model checker encode se-
quences of actions that, if executed, pose a threat to
security of one or more assets. In standard situations,
the counter-example will contain the execution of one
(or more) asset threat. A counter-example in which no
asset threats need to be executed would show an inher-
ent weakness in the nominal workflows or, otherwise,
an error in the specifications.

6. The last step consists in analyzing the obtained re-
sults (Step 6 of Figure 2), by looking at the counter-
examples generated by the model-checker. In particu-
lar some of the information we are interested in is:

(a) The Actor-Play-Role namely, the roles actors
have in the execution of the attack and the priv-
ileges they get on assets.

(b) Reachability the sequence of actions leading to
the violation of a security goal, with particular
respect to the execution of asset-threats.

This step allows us to achieve two goals. First, it allows
us to understand what are the hypotheses and con-
ditions under which a given security goal is achieved
or breached. Second, it provides information to try
and modify the existing procedures, so that security
breaches can be taken care of.

The analysis approach we take is very similar to that of
FSAP/NuSMV-SA [7], for safety analysis, whereby a system
specification is “enriched” with information about faults and
analyzes are carried out to understand the effect and impact
of faults on safety requirements expressed in the form of
LTL/CTL formulae. Analogously to what happens in safety
analysis when analyzing, e.g., the loss of a critical functions,
enhancing the procedures results in reducing the probability
of an attack or making the attack more complex, rather than
eliminating it.

4. RELATED WORK
Various approaches for specifying, modeling, analyzing, and
assessing security have been proposed in the past and have
been proven useful for zeroing the security lacks of the soft-
ware systems under analysis (see, for instance, [3, 8, 4, 9]).
However, these techniques are less or otherwise not effective
in what we call procedurally rich scenarios, namely situa-
tions in which software systems are just part of a more com-
plex organizational setting, in which procedures have to be
executed on security-critical assets (belonging both to the
digital and to the physical realm). This is exactly the case
of (voting and) e-voting, in which even in those countries
that have adopted a high level of automation, the execu-
tions of procedures and controls, carried out by people on
physical assets (e.g. printouts of the digital votes), remains
a necessary and unavoidable part.

We discuss here how our work relates with the CORAS
methodology, with attack trees, and attack graphs.

The CORAS methodology (see, for instance, [10, 4, 11, 12])
is based on a profile of the UML, that allows to represent
graphically the system under analysis and threat scenarios.
The methodology defines also a process to elicit information
from stakeholders and a tool, to visually represent the anal-
ysis assessment. The focus of CORAS, however, is more on
representational and on elicitation aspects, rather than on
automation of the security analysis process.

Attack trees are a well-structured methodology and nota-
tion for analyzing the security of systems, subsystems, and
system processes in a way which is analogous to fault trees
in the safety domain. Many variants of attack trees have
been proposed — for instance, Barynov and Jadliwala [13]
propose a formal model of attack trees that allows to rep-
resent and analyze coordinated attacks in terms of multiple
actions; Fovino and Masera [3] introduce a multidimensional
view of attack trees that allows to attach context informa-
tion to the boundary knowledge on each attack tree. The
use of goal-orientation for modeling and analysis of security
threats is described in [14] —notably, the notion of “goal“ to
represent the sequence of an adversary actions and subse-
quently reason on the possibilities of goal satisfaction is well
described. Differently from ours, the approaches discussed
above do not consider security threats caused by procedural
weaknesses in their modeling and analysis process. More-
over, our approach allows for a simpler integration of notions
such as threats caused by interactions of roles, co-operations
among actors, and multi-step attacks. These kind of attacks
turn out to be extremely relevant in the applicative domain
we are interested in.

The application of model checking to automatically generate
and analyze attack graphs is presented in [15] — in particu-
lar, by representing network systems under analysis as state
machines and security objectives as properties to check with
a model checker. In this context attack graphs are gener-
ated as counterexamples. Our approach complements and
extends it, by lifting the context to that of procedures and
by focusing on asset-flows.

From the application standpoint, various work have been go-
ing on the representation of e-voting procedures with busi-
ness process notations. In this area, the work closest in
spirit to ours is [16, 17], where the authors argue the need
for procedural security in electronic elections and provide
various examples of procedural risks occurred during trials
in the UK. The same authors in [18] also investigate the need
for applying business process re-engineering to electoral pro-
cess. Our focus, however, is on the technical machinery to
automate the analysis.

5. CONCLUSION AND FUTURE WORK
The work presented in this paper is a part of a doctoral
program concerned with the modeling and analyzing of pro-
cedural security in complex systems. To that end, we men-
tioned (e)Voting systems as an applicative domain where
procedural security is more effective.

We describe a methodology to perform procedural security
analysis based on explicit reasoning on asset flows —notably,
by building a model to describe the nominal procedures un-
der analysis and, injecting possible threat actions (by as-



suming that any combination of threats can be possible in
all steps) into the model.

Among the advantages, a structured approach to analyze
security of procedures and a general threat injection strategy
that allows a high level of generality in defining the attacks.
The usage of model checkers, moreover, allows for reasoning
about threat composition and to highlight, e.g. the level
of coordination and resources required to carry out certain
attacks.

There are limitations exist to the current approach. First,
the approach lacks automation. Second, the approach does
not explicitly describe how to represent and model threats.
Third, bigger scale experimentation is needed to evaluate
and show the significance of the proposed approach. In fact,
we experimented the approach through a simple snippet ex-
ample, which is derived from the procedure in place for e-
voting trials.

However, the work presented in this paper is ongoing. Among
the areas of development we mention automation (e.g. algo-
rithms to automatically perform threat injection) and better
tool support.
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